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ABSTRACT

Several years ago, software radios were seen as the future of
commercial wireless infrastructure, given that they could flex-
ibly decode any wireless technology with a simple software
update. Yet, despite their numerous advantages, the industry
tilted in favor of dedicated chips for wireless infrastructure
sacrificing generality for performance. Today, the advent
of the Internet of Things (IoT) and the resulting fragmenta-
tion of wireless technologies has led to a new billion-dollar
industry: multi-technology gateways that support many ra-
dio technologies. Predictably, commercial gateways do this
through multiple radio chips each decoding dedicated wire-
less technologies.

This paper argues that software radios deserve a revisit
in the IoT era. Specifically, IoT wireless technologies have
significantly lax requirements in terms of throughput, latency
and cost, meaning that they can be implemented on cheap soft-
ware radio gateways that offer extensibility through software
updates. We propose GalioT, a cloud-assisted [oT gateway
that demonstrates the numerous benefits of software radios
beyond programmability. We focus, in particular, on the
rampant cross-technology interference in IoT networks since
devices are low-power and simply “wake up and transmit”.
We use simple software radio base stations that detect signals
including collisions of multiple radio technologies and ship
them to the cloud. At the cloud, we exploit PHY-layer differ-
ences across radio technologies to concurrently decode them.
A prototype implementation on an inexpensive RTL-SDR and
Raspberry-Pi based gateway shows promising accuracy in
concurrent decoding of XBee, Z-Wave and LoRa.

1 INTRODUCTION

In their early years, software defined radios (SDRs) were
seen as the future of commercial wireless infrastructure. Pro-
grammable radios can simultaneously decode multiple wire-
less technologies — WiFi, LTE, bluetooth — allowing for soft-
ware updates to support new radio technologies. However,
software radio vision received a reality check in the ensuing

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are not
made or distributed for profit or commercial advantage and that copies bear
this notice and the full citation on the first page. Copyrights for components
of this work owned by others than ACM must be honored. Abstracting with
credit is permitted. To copy otherwise, or republish, to post on servers or to
redistribute to lists, requires prior specific permission and/or a fee. Request
permissions from permissions@acm.org.

Conference’l7, Washington, DC, USA

© 2016 ACM. 978-x-xxxx-xxxx-x/YY/MM... $15.00

DOI: 10.1145/nnnnnnn.nnnnnnn

_ g@:/ o
NB-IoT o
Oneio SIGFOX 3
I loT-based
Mobile apps
fewnvs =
Universal !
gateway — ., — e
XBEJ;_- o + Halo WiFi g
LoRa

Figure 1: GalioT: A Multi-technology IoT framework

years and struggled to cope with high throughput and strin-
gent latency requirements of traditional wireless protocols at
competitive costs. Thus, the industry moved towards dedi-
cated chips, sacrificing generality for performance. Today,
in the Internet of Things (IoT) era, wireless technologies are
highly fragmented, with new devices having heterogeneous
radio support even within small geographic boundaries. This
creates a new billion-dollar industry: multi-technology gate-
ways [20], which support many radio technologies through
multiple dedicated radio chips.

In this paper, we argue that software radios deserve a revisit
in the IoT context. First, the performance vs. cost tradeoff
no longer holds because the vast majority of IoT devices
are simple and low-power [1, 11], meaning that they operate
at low-throughput and lax latency requirements [23, 24] al-
lowing for inexpensive software radios; additonally bringing
in the concept of universality across an array of radio tech-
nologies. Second and more importantly, software radios can
address an important challenge faced by [oT gateways today:
cross-technology interference, when signals from multiple
client radios of different technologies collide. Traditional
wireless technologies mitigate these collisions to some degree
with wireless protocols that learn to sense and avoid collisions.
However, in the [oT era, a majority of wireless technologies
target low-power devices which often simply “wake up and
transmit” and therefore are vastly more susceptible to col-
lisions. These collisions are handled using retransmissions,
resulting in extensive battery drain [11].

The rest of this paper presents GalioT, a software radio ar-
chitecture for low-power Internet-of-Things. GalioT relies on
simultaneous and concurrent decoding of signals across multi-
ple radio technologies, thereby enabling an energy sustainable
multi-technology environment. Our key innovation is devel-
oping unique software filters based on the modulation of each



radio technology to help separate and decode collided radio
signals of multiple technologies that can normally be decoded
by no IoT gateway today. We show how GalioT can decode
collided signals across different radio technologies despite
complete overlaps in both time and frequency by exploiting
their underlying structure and energy distributions in time and
frequency; even in high-noise environments. Our architecture
is completely programmable, incooperating support for new
radio technologies at the gateway and cloud using simple soft-
ware updates. Prototype implementation of GalioT include a
low-cost Raspberry PI and RTL-SDR, decoding three popular
IoT technologies: XBee, Z-Wave and LoRa, demonstrating a
programmable design that is an order-of-magnitude cheaper
compared to today’s commercial gateways.

At the gateway, GalioT develops a novel and efficient mech-
anism to detect signals across radio technologies, even as
some may potentially interfere with others. A straw-man ap-
proach to do so is to detect energy spikes in the received signal
to detect ongoing transmissions regardless of the radio tech-
nologies and sending these to the cloud. However, low-power
transmissions are often well-below the noise and therefore
are easily missed by a simple energy threshold. An alterna-
tive is to correlate with the unique preamble of each radio
technology, but would add to the computational complexity
of low-cost gateways and would scale poorly with every new
radio technology. GalioT instead devises a universal pream-
ble that combines unique signatures of both the preamble and
data of all radio technologies it intends to decode. We show
how our approach scales efficiently with the incorporation of
new radio technologies while remaining robust to collisions
across technologies.

Received signals at the gateway, including potential col-
lisions, are separated and decoded at the cloud. GalioT’s
ability to decode multiple radio technologies gives it a natural
advantage in dealing with cross-technology interference. For
instance, knowledge that one or more technologies in the
received signal are encoded in specific codes could help in
decoding the remaining technologies by projecting the signal
along orthogonal codes. GalioT generalizes this approach
across different classes of modulation by developing unique
filters that eliminate their interference to optimally recover
and decode collided signals.

We implement GalioT on an RTL-SDR platform connected
to a Raspberry Pi with an Ethernet backhaul. Our prototype
cost is around 60$, much lower than commercial gateways. We
consider various optimizations to overcome limitations in
bandwidth and computational capabilities through real-time
packet detection and compression. Our prototype evaluation
considers three popular IoT wireless technologies: XBee,
Z-Wave and LoRa. Our key findings include:

o Our universal preamble detects 50.89% more packets
compared to energy detection at SNRs below -10dB.

e Our collison decoding algorithm improves through-
put by 7.46 times as that provided by successive
interference cancellation, mitigating battery-drain.

Finally, we describe open challenges when scaling GalioT
such as hardware design, compression as well as opportunities
such as multi-technology wireless sensing in Sec. 6.

Contributions: This paper proposes GalioT, a cheap, pro-
grammable inter-technology IoT framework that can decode
cross-technology collisions. GalioT designs novel mecha-
nisms to use modulation based properties to efficiently detect
low-power signals at gateways across radio technologies and
ship them to the cloud. We develop a cloud-based decoder
to separate interfering signals across radio technologies by
exploiting properties of their underlying modulation. A proto-
type implementation of GalioT, with three popular IoT radio
technologies: XBee, Z-Wave and LoRa, reveals promising
accuracy in resolving collisions between them.

2 RELATED WORK

Multi-technology IoT gateways: With increasing fragmen-
tation of IoT technologies [9, 18, 22], multi-technology gate-
ways that allow devices of diverse technologies to commu-
nicate are an emerging billion dollar industry. Many offer
the flexibility of hardware updates by adding and removing
Network Interface Card (NIC) modules to keep pace with new
IoT technologies, such as the Samsung Smart Wink 2 and
MultiTech Conduit [20]. GalioT achieves the same extensi-
bility with software updates as opposed to hardware changes.

SDR based gateways: Early SDRs were proposed as univer-
sal gateways operating across technologies. Past work [10,
19, 25, 30] has developed smart home gateways using the
expensive USRP radio with GNU radio support to effectively
decode the packets in 2.4GHz ISM bands. However, these
solutions struggle to cope with the latency requirements of
Wi-Fi and incur significant cost (thousands of dollars). In
contrast, GalioT focuses on low-power technologies that can
be implemented on cheap programmable radios like RTL-
SDRs, while remaining scalable to new technologies with the
help of the cloud. Further, GalioT provides a comprehensive
solution that deals with cross-technology collisions across
asynchronous and heterogeneous low-power radios.

Cross-technology interference: Cross-technology interfer-
ence is a well studied area with a vast variety of literature
available on collision avoidance and mitigation techniques [12,
13, 17, 29, 32]. While the past literature focused on making
hardware changes to facilitate interference avoidance [26, 31],
more recent techniques propose effective software-based so-
lutions [14—16] that still require computation at the edge or
modifications to client nodes. Our approach fundamentally
differs from these due to several reasons. First, we impose no
changes in software or hardware to low-power client nodes.
Second, our solution imposes no additional computational
complexity with the addition of new radio technologies at the
edge. Finally, we focus exclusively on recent low-power [oT
standards in the ISM band which necessitate different joint
decoding solutions from existing literature.



3 GALIOT OVERVIEW

At a high level, GalioT’s objective is to intelligently decouple
collisions of transmissions of multiple radios even if they
follow different radio technologies. GalioT attempts to sepa-
rate collisions even if the number of colliding transmissions
exceeds the number of receiving antennas at the base sta-
tion, by exploiting properties of the modulation of each radio
technology. This is possible since low-power 10T technolo-
gies operate at a few fixed and low data-rates, meaning that
they operate at extremely suboptimal data rates relative to
the Shannon limit. This means that frequently (though not
always, as we discuss in Sec. 5) base stations have the po-
tential to decode collisions of such transmitters. GalioT’s
architecture favors simplicity at the base station and a high
degree of programmability and extensibility at the cloud.

The GalioT Gateway: At the gateway, GalioT uses an inex-
pensive software radio receiver that listens to radio signals on
unlicensed frequency bands. While a naive receiver would
simply upload all received I/Q samples to the cloud, this
poses immense strain on backhaul bandwidth, which is often
a commodity cable backhaul at most homes. However, de-
tecting collisions from a large number of transmitting radio
technologies is challenging at inexpensive software radios.
Further, since transmissions across low-power technologies
are typically asynchronous, packet detection should not only
be resilient to cross technology interference but also to ex-
tremely high noise levels.

GalioT develops a single, unique universal preamble that
captures unique signatures of the preambles and data of all
the radio technologies it intends to decode. This approach
is scalable across new radio technologies through simple
software updates and we show how our system is robust to
collisions across technologies, while remaining independent
of the number of technologies involved. Collision decoupling
is done by shipping these I/Q samples to the cloud and edge
computing facilitates faster decoding, particularly in scenarios
where there is no collision. Sec. 4 details our approach.

GalioT at the Cloud: Having collected collisions detected
from the gateways at the cloud, GalioT simultaneously de-
codes multiple radio technologies. A strawman approach to
do this is successive interference cancellation, where strong
signals that are robust to interference are decoded first and sub-
tracted out to recover the weaker signals. In contrast, GalioT
operates even when signals of similar power levels collide by
exploiting modulation-based properties across technologies.
Specifically, GalioT implements unique software filters that
use the modulation characteristics of any given technology,
canceling its signals thereby improving the chances of de-
coding the other technologies. We show how this allows for
concurrent decoding across technologies received at similar
power levels greatly improving packet loss compared to in-
dependent processing of radio technologies. We present our
approach in Sec. 5.

Finally, we present promising future research directions in
exploring the design space of GalioT in Sec. 6.
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Figure 2: System overview of GalioT

4 UNIVERSAL PACKET DETECTION

This section describes a critical component of the GalioT
gateway: the ability to efficiently detect collisions of radio
technologies that need to be shipped to the cloud. While
a strawman approach to cloud-based PHY-layer decoding
would be to stream raw I/Q samples from the RTL-SDR to
the cloud, doing so is extremely challenging. Even for narrow
band technologies with a bandwidth of the order of hundreds
of kHz, the resulting bit streams could be huge (tens of Gbps),
that can neither be handled by low-cost platforms or home
cable backhauls. GalioT therefore identifies received signals,
including collisions, which are then shipped to the cloud,
while discarding noise.

While there are several techniques for packet detection,
developing one that remains efficient for a collision of low-
power technologies, poses new challenges. First, solutions
that detect packets based on an energy threshold [14] fail with
low-power technologies whose signal power may be well
below the noise floor. Second, correlation with each known
preamble across technologies is proven to be the optimal
solution [21], yet scales poorly with increased computation
needed for each technology added to the system.

transmissions

I Multi-technology

H Technology ‘ Modulation Sync Preamble
LoRa [6] CSS sequence of 1s
Z-Wave [3] BFSK,GFSK | m bytes ‘01010101°
XBee [2] GFSK 4 bytes ‘01010101”
BLE [5] GFSK 4 bytes ‘01010101°
WiFi Halow [4] BPSK configuration specific
SigFox [18] D-BPSK 4 bytes unknown
Thread [2] QPSK 4 bytes binary Os
WirelessHART [2] 0-QPSK 4 bytes binary Os
Weightless [7] 0-QPSK 4 byte binary Os
NB-IoT [27] OFDMA LTE specific

Table 1: Some of the common IoT technologies with their
modulation and preamble information

Approach: GalioT asks the following question: “Can we
detect multiple radio technologies, including collisions by
correlating against a single universal preamble sequence, no
longer than a preamble of one radio technology?”. An answer
in the affirmative would ensure that the complexity of packet



detection for multiple technologies is no greater than that of
a single technology. GalioT would therefore scale efficiently
with the introduction of a new radio technology, through a
simple update to the universal preamble.

To design the universal preamble, we study the preambles
and modulation schemes of a few most popular IoT technolo-
gies as summarized in Table 1. We note two interesting prop-
erties across preambles: (1) Several preamble sequences are
common. This is, by no means, an accident, since preamble
sequences are carefully chosen to be simple and amenable to
correlation or energy detection and only a few such sequences
exist for short lengths; (2) Most other pairs of preambles
correlate poorly with each other and are often completely
orthogonal. This is, again, by design, either due to differences
in modulation or to prevent correlating for the preamble of
one technology to be confused by another.

Inspired by these observations, GalioT’s universal pream-
ble detection takes two steps: (1) First it coalesces preambles
across technologies that are common and selects the short-
est representative sequence common to all these preambles;
(2) Next, it constructs the universal preamble as the sum of
all these representative preambles. Since the representative
preambles are mutually orthogonal (or near-orthogonal), by
definition, they produce distinct peaks for a single packet of
any technology and multiple distinct peaks for collisions of
packets across technologies.

Analysis: We explain this approach mathematically as fol-
lows. For simplicity, we ignore noise in this analysis. Let us
assume n technologies in the system with preambles Py, P..P,
respectively. For any j € {1,2,...n}, let us assume the pre-
amble of the jth technology correlates with itself to provide a
unique peak at location i;. We define the auto-correlation of
the preamble C(P;, P;) = 51‘,-, where (Sij is the delta function
with a unique peak at i;.

Suppose two technologies j and [ have different modulation
schemes, then their preambles are (approximately) uncorre-
lated, i.e. C(P;,, P;) = 0. If they share the same modulation
scheme, then their preambles are perfectly correlated, imply-
ing that C(P;, Pj) = 6;,. Let M denote a maximum-sized set
of mutually uncorrelated preambles.

Generalizing for all technologies, let us define the universal
preamble as P = 3} P; with its length set to the maximum
preamble length across technologies. Let P; denote a pream-
ble signal corresponding to the jth radio technology. Then
correlation of P; with respect to the universal preamble P is
given as C(P;,P) = Xy C(Px,P;) = §;, for a unique t € M
such that C(P;, P;) # 0. This implies that the universal pre-
amble shows a unique spike, similar to that of the technol-
ogy’s own preamble. We then conservatively ship samples
corresponding to twice the maximum packet length across
technologies around the detected preamble to the cloud. This
approach is hence independent of n.

Our evaluation in Sec. 7 constructs such a universal pre-
amble for three common IoT technologies XBee, LoRa and
Z-Wave which follow three different modulation schemes. In

the future, we aim to generalize packet detection across the
range of LP-WAN technologies in Table 1.

Edge vs. the Cloud: In addition to the cloud, GalioT can
leverage edge computing to process I/Q samples from colli-
sions. Decision of computation at edge vs. the cloud depends
on multiple factors: latency requirements for the technology
and the amount of computation required. Our present im-
plementation takes a simple approach to resolve this: 1/Q
samples are pushed to the edge for decoding individual tech-
nologies(assuming no collisions) and shipped to the cloud
only if decoding fails. Future implementations will explore
factoring in SLAs to abide by quality-of-service requirements
for different technologies and ensuring load-balancing be-
tween multiple edge computing nodes vs. the cloud.

We note that while GalioT detects packets corresponding
to collisions of various radio technologies by correlating with
a single universal preamble, it does not know which partic-
ular set of technologies exist within a collision. However,
recall that the only goal of the gateway is to infer if a given
sequence of I/Q samples needs to be shipped to the edge / the
cloud or discarded as noise. In this respect, the gateway does
not need to learn which radio technologies exist within the
collision and can outsource this task to the cloud, which has
significantly greater computational power. The next section
describes our approach to separate the packets belonging to
various radio technologies at the cloud.

S DECODING COLLISIONS AT THE
CLOUD

At the cloud, GalioT must separate collisions across multiple
radio technologies. A strawman approach to do this is succes-
sive interference cancellation (SIC), where stronger signals
are decoded first and subtracted out to recover weaker signals.
However, SIC fails when multiple transmitters are received at
low power with comparable signal strengths [28].
Approach and Filter Design: GalioT develops specialized
filters, which we call “kill” filters, intended to kill a specific
radio technology based on its modulation. Upon applying the
“kill” filter of one technology, GalioT can iteratively decode
the others and apply SIC to recover the originally killed tech-
nology. Decoding order in GalioT is dependent only on the
power of the signal and is not technology dependent.

Below, we propose three such “kill” filters applicable for
three popular classes of modulation techniques:
(1) KILL-FREQUENCY: GalioT identifies that despite having
the same center frequencies, most low-power technologies
implement a modulation that involves an uneven distribution
of energies across their bandwidth of operation. FSK modula-
tion schemes adopted by Z-Wave and many IEEE 802.15.4¢g
implementations (e.g. XBee) distribute energy at two or more
frequencies. The most common modulation schemes used
here, BFSK and GFSK, produce a square wave pulse with en-
ergy concentrated at two different frequencies, making them
separable in the frequency domain. GalioT exploits this op-
portunity to filter out these specific frequencies to eliminate



these signals. Further, uneven distribution of energy is seen
even for phase modulation schemes such as BPSK, QPSK as
well. These schemes concentrate energy on a specific band
of operation (typically the center frequency) which makes it
easier for them to be eliminated completely.

(2) XK1ILL-CSS: Chirp Spread Spectrum (CSS), commonly
used in LoORaWAN - a long range low-power technology —
provides a unique challenge for collision mitigation since it
distributes energy evenly across frequencies. CSS encodes
each symbol as a chirp which sweeps across frequency band,
with data bits encoded in the starting frequency.

GalioT identifies a unique opportunity to decode cross-

technology collision of CSS to its immunity property across
narrow band interferes. Specifically, each symbol encoded
in CSS is essentially different cyclic frequency shifts of the
elementary chirp that runs from the lowest to highest fre-
quency across the bandwidth. GalioT multiplies the received
sequence with a sequence of down chirps, which are inverted
elementary chirps that run from the highest to the lowest fre-
quency of operation. The resulting product appears similar to
a narrowband signal reception centered at frequencies corre-
sponding to the starting frequencies of various chirps. These
can now be efficiently canceled out from the received signal,
akin to the KILL-FREQUENCY approach above.
(3) KILL-CODES: Several IoT technologies encode transmis-
sions as specific codes, for whom orthogonal codes exist.
By simply applying the well-known orthogonal code to these
transmissions as a filter, one can eliminate their effect. We can
then decode other technologies by applying the same codes
to various possible bit sequences. This allows for GalioT to
recover other useful transmissions in the collision.

Our implementation focuses on decoupling three diverse

radio technologies that follow the above classes of modu-
lation, demonstrating the promise of our approach. In the
future, we aim to create a generalized set of filters that span
a wide-range of available 10T radio technologies (Table 1).
We will also investigate the extent to which some of these
filters could be preemptively applied at the gateway or the
edge. We will further study the limits of our approach in
decoding collisions at a range of SNRs, particularly at certain
SNR regimes (e.g. extremely low values) where the Shannon
limit may not permit decoupling collisions.
Formal Algorithm: The pseudo-code in Alg. 1 presents our
algorithm more formally.Note that here, S;, Sy, . . ., S, repre-
sent the n signals which have collided and P(S;) represents
the power of signal S;.

6 DESIGN SPACE - OPEN QUESTIONS

Below, we summarize long-term open research questions
in various aspects of the GalioT framework that we plan to
investigate at: the gateway, the backhaul and the cloud.

Multi-Technology Programmable Gateway: Our current
gateways are commercially available SDRs that operate over
limited bandwidth (few Megahertz). Spanning all unlicensed
spectrum in the 900 MHz and potentially higher bands (e.g.

Algorithm 1 Decoding at the cloud

1: procedure CLOUDDECODE(S) > S: Received Signal
2 if S =35; then
3 Decode(S;); > No collision
4 else Pick S;|P(S;) > P(S;)
5: if Decode(S;)=True then
6 Cancel S; from S and repeat step 4 > SIC
7 else find S; with least power orthogonal to S;.
8 if S; € FSK or PSK then
9: KILL-FREQUENCY(S;), go to step 5

10: else if S; € CSS then

11: KILL-CSS(S;j), go to step 5

12: else if S; € Orthogonal codes then

13: KILL-CODE(S;), go to step 5

14: else find next least S;, repeat from step 9

15: if Decode(S)=False then

16: Si < next highest powered signal, Repeat from step 5

2.4 GHz) will require either replicated front-ends or new
hardware that spans a wide bandwidth. It is interesting to
also explore intermediate approaches for low-power technolo-
gies such as frequency hopping with a few frontends that
dynamically learns the schedule or hardware that aliases a
wide-range of frequencies into a smaller bandwidth that is
easier to decode with low-cost ADCs, but at the expense of
more collisions on occasion.

Limited Backhaul — Compute, Compress or Ship?: Each
GalioT gateway needs to make an informed choice of whether
to directly compute the data from I/Q samples locally or
ship the samples directly to the cloud. While our current
approaches favor the latter, it is interesting to explore hybrid
solutions using edge detection, resolving the limitations of
current detection and compressions schemes at gateway to
conserve bandwidth and improve link utilization.

At the Cloud — Multi-Technology Wireless Sensing: GalioT
aggregates I/Q samples from many IoT technologies at the
cloud primarily for collision-mitigation. However, as recent
work on wireless sensing using Wi-Fi have shown [8], wire-
less channels retrieved from I/Q samples carry information
about a variety of events such as occupancy of a room, ac-
tivities such as typing on a keyboard or movement of a user.
Low-power IoT devices bring a new challenge to wireless
sensing, given that they are diverse, transmit occasionally and
are impacted by their hardware imperfections. Yet, collec-
tively devices are also inexpensive, and pervasive, meaning
that several heterogeneous wimpy devices may collectively
offer more insights than one high-power wireless node.

7 PRELIMINARY RESULTS

We implement GalioT using an RTL SDR- Raspberry Pi
platform connected to a laptop via an ethernet cable (see
Fig. 3(a)). The RTL-SDR is configured to receive samples
at a bandwidth of 1 MHz. We provide the proof of concept
using three technologies, which provide support for 8§68MHz
frequency band- LoRa, XBee and Z-Wave. We use SemTech
SX1276 for facilitating LoRa, TI CC1310 for XBee and UZB
static controller for Z-Wave transmissions. Duty cycle of the
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Figure 3: Depicts (a) the GalioT prototype and preliminary results on (b) packet detection, (c) decoding collisions.

devices have been adjusted to capture all possible scenarios,
including intertechnology collisions.

Local Detection: Local detection at the gateway involves
RTL-SDR continuously listening to the 868MHz channel,
sampling over a | MHz bandwidth. Three transmitters, one
corresponding to each technology, are configured to transmit
intermittently at low-power. We use these three technologies
specifically to justify our argument on how the universal
preamble construction is unaffected by the similarities and
dissimilarities in their modulation schemes. LoRa and XBee
follow completely different modulation schemes while XBee
and Z-Wave follow similar modulation schemes with similar
preamble structure (as explained in Table 1). We collect RTL-
SDR traces observing packets with and without collision
under additive white Gaussian noise, with received SNRs
from -30dB to 20dB. We create a universal preamble by
adding up the preambles of all technologies with zeros padded
at the end to compensate for unequal preamble lengths. We
compare the performance of our scheme with existing energy
detection scheme as well as the optimal correlation-scheme
with individual preambles that is computationally-intensive.
Results: Figure 3(b) shows the average performance of
each of the detection techniques under varying levels of noise.
At low noise scenarios (SNR above 0dB) , universal preamble
detection performs close to optimum, detecting even the col-
lided packets. It is observed that universal preamble detection
is as resilient to high noise scenarios as the optimal scheme,
and there is a small drop in detection accuracy against even
at -30dB. The small drop was primarily contributed by the
failure in detection of the second packet in certain instances
of collisions, even as at least one packet in a collision is very
likely to be detected. Energy based detection schemes pro-
posed in the existing multi-technology literature [14] is seen
to scale poorly with increasing noise levels. At SNR below
0dB, there is a sharp drop in detection all the way from a total
of 84% to 0.04%, while our universal preamble detection
maintains a detection accuracy of 62% even at -30dB SNR.
It is also seen that the universal preamble has higher suscep-
tibility to the white noise in comparison with the individual
preamble. Hence it will be interesting to refine the technique
of universal preamble detection so as to provide better noise

resilience, especially when more technologies are added into
the system - a task for future work.

Decoding at the cloud: The signal streamed in real-time
from the gateway across the three technologies-LoRa, XBee
and Z-Wave are collected at the cloud, where the nature of
each signal is identified by comparing the received signal
with each of the preambles. Uncollided signals are processed
directly by passing it to the corresponding demodulator while
collided signals are passed through various kill filters as de-
scribed in Algorithm 1. We stress the system in the presence
of additive white Gaussian noise to study how the perfor-
mance of the filters scale across varying noise levels. We
study the performance of GalioT against a baseline succes-
sive interference cancellation system.

Results: Figure 3(c) shows the comparison of throughput
across varying SNR regimes while implementing SIC with
and without our kill filters. Our filters have resulted in an im-
provement in throughput gain by 818.36 % in high SNR (;20
dB) and 532.4% in low SNR (; 5 dB). The high throughput
gains stem from opportunities to transmit at higher data rates,
which for low-power devices translate to large throughput
gain and battery savings even from transmitting at one rate
higher. We note that the gains at high SNR are slightly higher
owing to increased opportunities for collision decoding due
to the higher Shannon limit.

8 CONCLUSION AND FUTURE WORK

This paper introduces GalioT a programmable gateway archi-
tecture for low-power Internet of Things. With the ability to
decode cross-technology collisions, GalioT can prove an ef-
fective replacement in cost, flexibility and scalability against
the currently existing multi-technology gateway platforms.
A prototype evaluation using three popular IoT technologies
reveals an increase in average throughput by 745.96%. Future
work will seek to improve GalioT by: (1) Demonstrating a
large number of IoT technologies; (2) Test the scaling lim-
its of collision-decoding. (3) Exploring the design space
for innovation at the gateway, backhaul and cloud including
multi-technology wireless sensing (see Sec. 6).
Acknowledgements: We thank NSF (grants 1657318 and
1718435) for support. We also thank Prof. C Siva Ram
Murthy and Mrs. Poornima Swarun for their valuable support
during the project.
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